Question on ASP.NET

1. What are the main differences between asp and asp.net?

Better Language Support 


ASP .NET uses the new ADO .NET.


ASP .NET supports full Visual Basic, not VBScript.


ASP .NET supports C# (C sharp) and C++.


ASP .NET supports JScript as before

Programmable Controls 


ASP .NET contains a large set of HTML controls. Almost all HTML elements on a page can be defined as ASP .NET control objects that can be controlled by scripts.


ASP .NET also contains a new set of object oriented input controls, like programmable list boxes, validation controls.


A new data grid control supports sorting, data paging, and everything you expect from a dataset control.

Event Driven Programming 


All ASP .NET objects on a Web page can expose events that can be processed by ASP .NET code.


Load, Click and Change events handled by code makes coding much simpler and much better organized.

XML Based Components 


ASP .NET components are heavily based on XML. Like the new AD Rotator, that uses XML to store advertisement information and configuration.

User Authentication, with Accounts and Roles 


ASP .NET supports forms-based user authentication, including cookie management and automatic redirecting of 
unauthorized logins.


(You can still do your custom login page and custom user checking).


ASP .NET allows for user accounts and roles, to give each user (with a given role) access to different server code 
and executables.

Higher Scalability 


Much has been done with ASP .NET to provide greater scalability.


Server to server communication has been greatly enhanced, making it possible to scale an application over several servers. One example of this is the ability to run XML parsers, XSL transformations and even resource hungry session objects on other servers.

Increased Performance - Compiled Code 


The first request for an ASP .NET page on the server will compile the ASP .NET code and keep a cached copy in memory. The result of this is greatly increased performance.

Easier Configuration and Deployment 


Configuration of ASP .NET is done with plain text files.


Configuration files can be uploaded or changed while the application is running. No need to restart the server. No more metabase or registry puzzle.


Xcopy deployment. No more server restart to deploy or replace compiled code. ASP .NET simply redirects all new requests to the new code.

2. How will you upload a file to IIS in Asp and how will you do the same in ASP.net?

In asp we had to read binary data posted by the form and parse the headers etc.

In asp.net we can use the same html input file (html control but run at server) and can save the file by simply calling controlname.postedFile.saveAs(filename)

3. What are different types of controls available in ASP.Net
· HTML server controls   HTML elements exposed to the server so you can program them. HTML server controls expose an object model that maps very closely to the HTML elements that they render. 

· Web server controls   Controls with more built-in features than HTML server controls. Web server controls include not only form-type controls such as buttons and text boxes, but also special-purpose controls such as a calendar. Web server controls are more abstract than HTML server controls in that their object model does not necessarily reflect HTML syntax. 

· Validation controls   Controls that incorporate logic to allow you to test a user's input. You attach a validation control to an input control to test what the user enters for that input control. Validation controls are provided to allow you to check for a required field, to test against a specific value or pattern of characters, to verify that a value lies within a range, and so on. 

· User controls   Controls that you create as Web Forms pages. You can embed Web Forms user controls in other Web Forms pages, which is an easy way to create menus, toolbars, and other reusable elements. 

4. What are the validation controls available in ASP.net?
RequiredFieldValidator

Ensures that the user does not skip a required field when entering data on a Web Forms page
CompareValidator 

Compares a user's entry against a constant value, against the property value of another control, or against a database value

RangeValidator 

Ensures that a user's entry is between specified upper and lower bounds

RegularExpressionValidator

Ensures check that a user's entry matches a pattern defined by a regular expression.

CustomValidator

Ensures that a user's entry matches validation logic you create yourself.

5. If you have to replicate a set of controls(UI) across a number of web pages, what will you do?

I think using user control (Need to discuss)

6. What is the importance of IMPORT directive?

This directive is used explicitly to import namespace onto the page. This will allow all the classes and interfaces of the namespace to be accessible within the code.

We can use the classes and interface in the code without importing namespaces also but we need to prefix complete namespace to the class that we are going to use.

For example 

With import directive

<%@ Import Namespace=”system.data.sqlclient”%>

<%

dim cn as new sqlConnection(“connection string comes here”)

%>

Without import directive

<%

dim cn as new system.data.sqlclient.sqlConnection(“connection string comes here”)

%>

7. What is Global Assembly Cache?

Each computer where the common language runtime is installed has a machine-wide code cache called the global assembly cache. The global assembly cache stores assemblies specifically designated to be shared by several applications on the computer. 

You should share assemblies by installing them into the global assembly cache only when you need to. 

There are several ways to deploy an assembly into the global assembly cache: 

· Use an installer designed to work with the global assembly cache. This is the preferred option for installing assemblies into the global assembly cache. 

· Use a developer tool called the Global Assembly Cache tool (Gacutil.exe) provided by the .NET Framework SDK. 

· Use Windows Explorer to drag and drop assemblies into the cache. 

8. How do we handle client side variables in ASP.NET?

Needs to discuss

9. How will you pass values between two pages in ASP.net?

Using querystrings

In the source file 

Attach the querystring values to the URL and use response.redirect

Response.redirect(“url?name=abc”)

In the target page, receive the value by

Dim sName as string = request.QueryString("name")

Using Session Variables

In the source file declare

Session(“name”) = “abc”

In the target page, receive the value by

Dim sName as string = Session(“name”)

Using Server.Transfer

Details at 

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/cpguide/html/cpconpassingservercontrolvaluesbetweenpages.asp
In the source file 

We create read only property (that returns the value which u want to access across pages) in the source file

Public ReadOnly Property FirstName() As String

        Get

            ' first is the name of a TextBox control.

            Return first.text

        End Get

End Property
We pass the control to the second page as

Server.Transfer("secondpage.aspx") 

In the target file 

On the Web Forms page that receives the information, add an @ Reference directive at the top of the page, with the Page attribute set to the source Web Forms page (the Web Forms page that contains the information you want to pass). 

   <%@ Reference Page="firstpage.aspx" %>

Declare a variable in server-side script to store an instance of the class defined in the Web Forms page sending the information. 

[Visual Basic]

<script runat="server">

   Dim fp As FirstPageClass

</script>

Assigns the IHttpHandler implemented object for the current HTTP request to the variable declared in the previous step when the Web Forms page does not post back to itself. 

The IHttpHandler implemented object contains an instance of the handler that first received the HTTP request. Because the IHttpHandler implemented object is not the same type of object as the variable declared in the previous step, it must be converted to the class encapsulating the information sent from the first Web Forms page before it can be assigned to the variable. Retrieve the handler object by using the Handler property of the HttpContext object.

[Visual Basic]

<script runat="server">

   Sub Page_Load()

      If Not IsPostBack Then

         fp =  CType(Context.Handler, FirstPageClass)

      End If

   End Sub

</script>

The variable declared in the second step now contains an instance of the class encapsulating the information from the previous Web Forms page.

<%=fp.FirstName%>

Question on ADO.NET

1. What are the different types of objects available in ADO.Net?

Two key elements are .net data provider (set of components) and dataset.

Objects in ADO.Net

Connection:  For connection to and managing transactions against a database. 

Command:  For issuing SQL commands against a database. 

DataReader : For reading a forward-only stream of data records from a data source. 

DataSet :  For storing, remoting and programming against flat data, XML data and relational data. 

DataAdapter:  For pushing data into a DataSet, and reconciling data against a database.

Note: There are two sets of objects for Connection/Command/DataReader/DataAdapter

Namespace : System.Data.SqlClient (Specific to SQL Server)

sqlConnection, sqlCommand, sqlDataReader and sqlDataAdapter

Namespace :  System.Data.Oledb (For other data sources)

oledbConnection, oledbCommand, oledbDataReader and oledbDataAdapter

2. How ADO.Net differs from ADO

	ADO
	ADO.NET

	In-memory Representations of Data

	In-memory representation of data is the recordset
	In-memory representation of data is the dataset

	Number of Tables

	A recordset looks like a single table. If a recordset is to contain data from multiple database tables, it must use a JOIN query, which assembles the data from the various database tables into a single result table.


	A dataset is a collection of one or more tables. The tables within a dataset are called data tables; specifically, they are DataTable objects. If a dataset contains data from multiple database tables, it will typically contain multiple DataTable objects. That is, each DataTable object typically corresponds to a single database table or view. In this way, a dataset can mimic the structure of the underlying database.  A dataset usually also contains relationships. Because the dataset can hold multiple, separate tables and maintain information about relationships between them, it can hold much richer data structures than a recordset, including self-relating tables and tables with many-to-many relationships.



	Data Navigation

	In ADO you scan sequentially through the rows of the recordset using the ADO MoveNext method
	In ADO.NET, rows are represented as collections, so you can loop through a table as you would through any collection, or access particular rows via ordinal or primary key index. DataRelation objects maintain information about master and detail records and provide a method that allows you to get records related to the one you are working with.



	Minimized Open Connections

	In ADO the recordset can provide disconnected access, but ADO is designed primarily for connected access.


	In ADO.NET you open connections only long enough to perform a database operation, such as a Select or Update. You can read rows into a dataset and then work with them without staying connected to the data source. 



	Sharing Data Between Applications

	To transmit an ADO disconnected recordset from one component to another, you use COM marshalling.


	Transmitting an ADO.NET dataset between applications is much easier than transmitting an ADO disconnected recordset.

To transmit data in ADO.NET, you use a dataset, which can transmit an XML stream.



	The transmission of XML files offers the following advantages over COM marshalling

	Richer data types

COM marshalling provides a limited set of data types — those defined by the COM standard. Because the transmission of datasets in ADO.NET is based on an XML format, there is no restriction on data types. Thus, the components sharing the dataset can use whatever rich set of data types they would ordinarily use.

Performance

Transmitting a large ADO recordset or a large ADO.NET dataset can consume network resources; as the amount of data grows, the stress placed on the network also rises. Both ADO and ADO.NET let you minimize which data is transmitted. But ADO.NET offers another performance advantage, in that ADO.NET does not require data-type conversions. ADO, which requires COM marshalling to transmit records sets among components, does require that ADO data types be converted to COM data types.

Penetrating Firewalls

A firewall can interfere with two components trying to transmit disconnected ADO recordsets. Remember, firewalls are typically configured to allow HTML text to pass, but to prevent system-level requests (such as COM marshalling) from passing.



Because components exchange ADO.NET datasets using XML, firewalls can allow datasets to pass.


3. How do you connect to database in Asp.net and in ASP?

In asp.net

<%@ Import Namespace=”System.Data.sqlClient” %>

<%

dim cnString as string = “Data Source=<DbServerName>; database=<dbName>; uid=<username>; pwd=<password>”

dim cn as new sqlConnection(cnString)

cn.open

%>

In ASP

<%

dim cnString 

cnString “provider=sqloledb;Data Source=<DbServerName>; database=<dbName>; uid=<username>; pwd=<password>”

dim cn 

set cn = server.createobject(“adodb.connection”)

cn.open cnString

%>

4. What are the new object introduced in ado.net that are nor there in ADO

Dataset, Datareader, Datatable

5. What is the diff. bet DataReader & DataSet?

Datareader need all the time to be connected to the datasource but dataset is disconnected one.

Datareader is forward, read only.

6. What are the Database related classes available in .Net?

Sqlconnection, sqlcommand, sqldataadapter, sqldatareader,

oledbconnection, oledbcommand, oledbdataadapter, oledbdatareader,

Dataset, Datatable

7. Maintaining transactions in ADO.net

There are two ways to handle transactions in updating data source.

Database Transactions

Transactions can be handled in the database itself using stored procedures.

BEGIN TRANSACTION, COMMIT TRANSACTION, ROLLBACK TRANSACTION

Connection Based Transactions

We can make use of connection object to handle the transactions.

Connection.BeginTransaction, Transaction.Commit, Transaction.Rollback

We can create transaction object by

Dim objTran as sqlTransaction

Cn.open()

objTran = cn.BeginTransaction

assigning transaction object to the command object

objCommand.Transaction = objTran

finally you can call the following statements according to your conditions

objTran.Commit()

or

objTran.Rollback()

8. Which class you have commonly used from the System.Data namespace

Dataset , Datatable, DataRelation

Question on Security in ASP.NET

1. Securing ASP.Net Application

Basic concepts

Authentication is a process of discovering the individual identity of users, and making them prove that they are who they say they are.
Authorization is the process of determining if a particular user is entitled to access the resource they have requested.

Impersonation is the process whereby the resource is accessed under a different identity usually the context of a remote user.

Data or functional security is the process of securing the system through physical means, OS updates, and the use of robust software.

Authentication in Windows 2000

Windows 2000 maintains a list of users that are allowed to access resource on a machine. This is either stored on the machine itself, or on a domain controller elsewhere. The list is managed through computer management tool or active directory users and computers tool on a domain controller.
Authentication in IIS

Following checks are done by IIS before actually serving a request.

IP Address and Domain Restriction

Here we can allow/deny access to the web application for a particular IP address or domain.

Anonymous access and authentication control


Anonymous Access : Any user can access the application unless his IP address or domain is unrestricted. This uses IUSR_MachineName account to access the resource.


Basic Authentication : If anonymous access is disabled, users will be presented with logon dialog. Username and password are Base 64 encoded and passed to IIS that checks with the accounts in windows, and will only allow the user to access the resource if the account is valid and has appropriate permission for that resource. Base64 encoding is not very secure.


Digest Authentication : If anonymous access is disabled, users will be presented with logon dialog. The browser combines this with other information stored on the client and send an encoded hash to the server. The server already has a copy of information, and so can get original details from its own hash. This only works with IE an d.NET webservices. Finally IIS checks with the accounts in windows, and will only allow the user to access the resource if the account is valid and has appropriate permission for that resource. This works fine in proxy/firewalls.


Integrated Windows Authentication :  This also know as NTLM authentication or challenge Response authentication. This is the same method used when you log onto your local network. This also uses hash algorithm to code and decode the client credentials. This does not work with most proxy/ firewalls. This is also very secure way. Finally IIS checks with the accounts in windows, and will only allow the user to access the resource if the account is valid and has appropriate permission for that resource.

Authorization in windows 2000

Access control list(ACL) defines which user has got what rights (Full control, read , write). Right click on the folder and set the security options.
Authorization in IIS

In website properties ( Home Directory 

You can set Script Source Access, Log Visits, Read, Index this resource, Write, directory browsing.

This applies to all the users who have access to this application. 

ASP.net impersonation

Impersonation can be set in web.config file.

<identity impersonate=”true” username=”user” password=”pwd”>

There are three types of authentication and authorization

Windows

Passport

Forms

This can be set in web.config file as

Forms based (password format = Clear;SHA1;MD5)

<configuaration>

<system.web>

<authentication mode=”Forms” >

<forms name=”MyApp” Path=”/” loginUrl=”Login.aspx” timeout=”30”>

<credentials passwordFormat=”clear”>


<user name=”test” password=”test” />

</credentials>

</forms>

</authentication>

</system.web>

</configuaration>

In the forms based authentication, we can use credentials or use xml file that has username/password or database in order to authenticate.

Windows based 

<configuaration>

<system.web>

<authentication mode=”Windows”  />

<identity impersonate=”true” />

<authorization>


<allow roles=”some roles” users=”some users” />


<deny roles=”some roles” users=”some users” />

</authorization>

</system.web>

</configuaration>

